NEBRASKA NATIONAL GUARD
HUMAN RESOURCES OFFICE
2433 NW 24™ STREET
LINCOLN, NEBRASKA 68524

ACTIVE GUARD RESERVE VACANCY ANNOUNCEMENT

Announcement Number: AGR-AF-26-026 Closing Date: 15 June 2026

Position Title: Cyber Security Craftsman Location: 155 CS, Lincoln, NE

Military Grade Range: Minimum SrA/E-4 - Maximum MSgt/E-7

Military Requirements:

Military Compatibility: AFSC 1D7X5

Ability to obtain a Top Secret security clearance

Obtain and maintain DoD Cyber Workforce qualifications IAW DoD 8140
Obtain Key Management Infrastructure training

Obtain TEMPEST Manager training

Area of Consideration: All members of the Nebraska Air National Guard and those eligible to
become members in the grade of E-4 to E-7.

Specialty Summary:

Cybersecurity secures, defends, and preserves data, network, net-centric capabilities, and other designated
systems by ensuring appropriate security controls and measures are in place, and taking internal security
actions to protect DoDIN systems to execute DAF operations. Performs risk management framework security
determinations of fixed, deployed, and mobile information systems (IS) and telecommunications resources to
monitor, evaluate, and maintain systems, policy, and procedures to protect clients, networks, data/voice
systems, and databases from unauthorized activity. Identifies potential threats and manages resolution of
communications security incidents. Enforces national, DoD and Air Force security policies and directives to
ensure Confidentiality, Integrity, and Availability (CIA) of Information Systems (IS) resources. Oversees and
governs the overall cybersecurity program to include Information Security (INFOSEC), TEMPEST,
Communications Security (COMSEC), Emissions Security (EMSEC), and Computer Security (COMPUSEC)
programs.

Duties and Responsibilities:

This position is located in the 155th Communications Squadron Wing Cybersecurity Office

Major Duties:

Conducts cybersecurity risk management framework assessments; ensures enterprise cybersecurity policies
fully support all legal and regulatory requirements and ensures cybersecurity policies are applied in new and
existing IS resources. Identifies cybersecurity weaknesses and provides recommendations for improvement.
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Monitors enterprise cybersecurity policy compliance and provides recommendations for effective
implementation of IS security controls.

Evaluates and assists IS risk management activities. Makes periodic evaluation and assistance visits, notes
discrepancies, and recommends corrective actions. Audits and enforces the compliance of cybersecurity
procedures and investigates security-related incidents to include COMSEC incidents, classified message
incidents, classified file incidents, classified data spillage, unauthorized device connections, and unauthorized
network access. Develops and manages the cybersecurity program and monitors emerging security
technologies and industry best practices while providing guidance to unit-level Information Assurance (l1A)
Officers. Employ countermeasures designed for the protection of confidentiality, integrity, availability,
authentication, and non-repudiation of government information processed by AF IS's.

Performs COMSEC management duties in accordance with national and DoD directives. Maintains accounting
for all required physical and electronic cryptographic material. Issues cryptographic material to units COMSEC
Responsible Officer (CRO). Provides guidance and training to appointed primary/alternate CRO. Conducts
inspections to ensure COMSEC material is properly maintained and investigates and reports all COMSEC
related incidents.

Performs TEMPEST duties in accordance with national and DoD TEMPEST standards. Denies unauthorized
access to classified, and in some instances, unclassified information via compromising emanations within a
controlled space through effective countermeasure application. Ensures all systems and devices comply with
national and DoD EMSEC standards. Inspects classified work areas, provides guidelines and training,
maintains area certifications, determines countermeasures; advises commanders on vulnerabilities, threats,
and risks; and recommends practical courses of action.

Other duties as assigned.



Application Instructions
Please read the application instructions as there have been changes to the application and process for
applying.

N-IMPORTANT NOTICE-!!!
Applications will be screened after the job closing date, not prior unless requested.
Please review your application for accuracy before you submit to HRO.
Nothing will be added to the application after 1600 hours on the closing date.

Application packets sent to courtney.ybarra@us.af.mil with a subject line of “Job Application AGR-AF-_-_(list job
announcement number)”.
Electronic applicants will be submitted as ONE flowing attachment.
Applications submitted in multiple attachments or adobe portfolios will not be accepted.
Applications submitted in binders or document protectors will not be accepted.
Applications or attachments which are unreachable or cannot be opened will not be accepted or considered.
. Candidates may apply by submitting a completed Application for Active Guard/Reserve (AGR) Position, NGB Form 34-1. Reference ANGI 36-

101 Para 4.2 the following documents must be submitted. Packets without the appropriate documents or written explanation will not be
processed for interviews. Applicants will use the following checklist to ensure proper documentation is submitted.

__Yes_No Application NGB Form 34-1, dated 20131111. This form can be downloaded from
the Nebraska National Guard Opportunities webpage. Previous versions will not
be accepted. (Initials)

Yes___No  Current RIP or SURF report within 12 months of closing date. (Initials)

Yes___ No Last 3 Evals (EPB/OPB) - If not current, provide statement addressing missing
reports. (Initials)
Does not apply to traditional enlisted Airman or if you have not acquired 3 evaluations

Yes___ _No  Current Point Credit Summary within 12 months of closing date. (Initials)
Applies to Reserve Component/ANG Only

Yes_ No  Current Flying History within 12 months of closing date. (if applicable)
(Initials)

Yes_ No  Current AF422 or DD2992 within 12 months of closing date. (Initials)
If forms are not current — contact medical for updated forms or medical memo

Yes___No Current Fitness Assessment within 12 months of closing date. (Initials)
Member must provide current documentation showing they meet the fitness standard score of
75 or higher

The HRO is not responsible for any malfunctions when using electronic means to transmit job
applications. Applicants may request to verify receipt of their application through e-mail or
telephonically.

The Nebraska National Guard is an equal opportunity employer; we do not discriminate on the basis of race, sex,
religion, national origin or ethnicity.
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